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Network security system for wireless communication networks, has controller that extracts non- 
registered access points by comparing list of previously registered access points with lists 
dispatched by clients 
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Alerting Abstract: US Al 



NOVELTY - The system has clients (lOa-e) that search for neighbor access points in order to establish 
wireless connection to a local area network (LAN) and dispatch a list of access points obtained to a 
controller (20), as a result of the search. The controller extracts non- registered access points by 
comparing a list of previously registered access points with the lists dispatched by the clients. 

DESCRIPTION - INDEPENDENT CLAIMS are also included for the following: 

l.an access point recognizing method 2.a method of checking an access point. 

USE - Used for wireless commun ication networks. 

ADVANTAGE - The apparatus can detect illegal access p oints within the network according to the 
information on the retrieved access points, thereby enhancing security in the network. 

DESCRIPTION O F DRAWINGS - The drawing shows a configuration of a local area network system. 
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Original Abstract: Abstract of the Disclosurein a network security system, clients search for neighbor 
access points (APs) in order to establish wireless connections to a LAN. As a result of the search, each 
of the clients dispatches a list of access points obtained to a controller. The controller detects non- 
registered access points by comparing a list of previously registered access points with the lists 
dispatched by the clients. 

Claim: What is Claimed is: 1. Apparatus comprising: * **l.** a client permitted to establish a wireless 
connection to a ne twork through an access point; and * a controller permitted to receive data dispatched 
by said client, thr ough said network, * wherein said client scans electromagnetic waves within bands 
permitte d to be used for wireless communication, and dispatches to said contr oiler identification 
information on access points detected as a resul t of the scan, and * said controller stores said 
identification information on access poin ts permitted to access said network, and on the basis of the 
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identifi cation information on the permitted access points and said identifica tion information dispatched 
by said client, extracts non-registered a ccess points that are not registered as permitted access points. 
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0Tfe5o HStcS^i-nvhn— -^2 Oti. CPU^O 

tllS4[La§i52 1 2 2^. HDD 2 3^. rL- 

•r§Ad:i:^gB2 4 i:. hy-^^^/VLTngPi:^- io 

A p u X h^ittj-r^stg^w^^ A p u X himm 

agP CatHSP) 2 6*mTV>§o ^tc. HDD2 3 
(is Se^IfpI^n/cAP(7)UXh€:§^L/'cAPUX 

gP2 5ti. ^-^-TT^h 1 0 a-eA^6aMtb^n/cA P 
U X h«:Sm-rS«tft6«:^^^ A P U X hSfiSP (IR« 
gP) 2 S^e^TV^^o 
CO 0 2 2] ±fBO^'^^T>h 1 0 a-^-e-^n 20 

T*$»oT. m^^Sy—hy'y^mPC (Personal Compu 
ter) 7=^Xi7 h^y:/^PC^. PDA#T$>»:). C 

[0 0 2 3] S^. ^J^L ANtC<i:D^^a5i:tO-r-^J3l 
g^i^rfT-p^^. i7^^T>h I 0 a-e(Dm^mS^l 30 

-^(O'&^m^WiWt^o *^fifit^Jg«tC^3tt^L AN 
i/Xf-AT^ti:. a^^;^n/cAPtOlf^*Ste:. ^iE*A 

^iE:^AP«:«iffi-rs73ji«:a»wtcifiBB 

Co 0 2 4] 04 ti. ^-^^rrvh 1 0 a — etc*5tt^ 

a — efc4ott§5Diati> ^^-TTV h 1 0 a^-e tc>r> 
X h - ; U ^ n fc 3 > e a. - ^ ffl <0 >^ n ^ ^ A «r H t T-r ^ 
(li:(cJ:oTtTt>n^o **5. ^^^-fTVMOa — e 

CO 0 2 5] S*r> HDD 1 3<OAPi;xM2tia5l 9 

*cfsti* nri/^s A p y X h axflutc a p^o-y— ^a^t 

t)nTl>Sii^> ^<Oi:*»6nfcAPUXh) *rS* 50 
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•r^ (X7^^y:^S 101)0 SB?ttT. glgg-r^AP^rS 
■r/ca6tc®ig;^x4^^>LT^'^-r7>h 1 0 a 
ifi^^f iJM^-li: S C ^ A^T*# ^ A P «r-9— ^ LTMOCt^ 
(X-r y:/S 1 0 3) o CC^e. A POX4^^ V^cfeQ* 

CO 0 2 6] 05ti. iiSgfigPl 5COAP-9— ^gPl 6 
*Ccfc§X4^^>*5J:t/A P(D-9-— ^tcov^T^OiaaoSK 

- (UT. ^^>:^;l/No. ) ^uc^^^^ (X-T^^y 
>^S 1 1 1) o CCOi9:^tC:|ol/>T. ^^-rrvh 1 0 a 

^^iJBJr-r^ (XT^^yT'S 1 1 3) o e-n>«:SfiT^# 
JS:30^ofci:¥iJ»rb/'c^^. tgiEtDX-r ^ S 1 1 7C05a 

il^ffl^«:1^^'r^fcA6^0l?5?iJS^Tfe^S S I D (Se 
rvice Set Identification) ^ If — :3 XDfg^^S^S: A 
PUXhtatigBl QcOAPUXhtciiAp-r^ (X-r^y^^ 

s 1 1 5) o ijy^tfi^^-rTvh 1 0 acDJS-a-. auc 
s^-r^^tCs ^^-TTvh 1 0 atDjfiiatcffie-r^AP 

-efe^S A P # A^o A P # B*'^ A P U X MBtigP 1 9 

C0 0 2 7]J^V^T. X4^^ V^^S?ScO^-V>^;l/N 
o. ^mVit:^^ (X-r^yl/S 1 1 7) o ^LT. JiftP 

«:^f-v>^;l/No. JcD^^^v^A^SA^^fiJ^f-r^ (x 
7^*y:/s 1 1 9) o ^-w^-;i/No. *^gA^-v>^^;i/ 
No. <fcD:;^t <^v>^fiJBTL/cS'&. Xx^y:/S l l 
3^MoT|5l8lt04!ia«:tT^o — 75r. ^-W^^^l/No. 
;b^^«;^^•v>^;l'No. A^I/^^W»tU/'c«'&. X4^-v 
>*5<fctf A PcD-9--^cDj[ia^Jf^T*r§o 

C0 0 2 8] W±t7D<t^tcLTt#6tlfc. APUXh 
0 4tc^rj:^ic. ilS^figPl S^DAPUXhj^tB 
gpi 7tc<l:«9n>bn-^2 0^3^m*r§ (Xf^^y^S 

1 0 5) o ^LT. m^^Ot^fiS^^ (t) t'^W^'t^<0 
^f#«b (Xx^y>^S 10 7). '^mfi^^lt^}!:. n 
ax-r^yT/S 1 0 \^Wir>X^m^f^^^^o CCOct^ 
tc, X^-W^3cfcD*A PCD-9-— ^5aatc4oV>T(i:. 

^zvh 1 0 a—e^c^v^T. ^n^nmJSosfi*^-e 

#§AP. -r^t^-^^^T^^ A P(D^-V>^;b^. ^ 
cOAP*>8cD{i^SSOltSi^§fit-So ^bT. 
•^-rrvh 1 Oa — e(i. EUC^-r^fc^tCAPUXh 

CO 0 2 9] i36ti. 3>hn— -^2 otc^tt^fiaa^o 

*5ttSjaiaJi. nv'ha— -^2 OJc^vxh— ;l/*nfc 

^^^^T>V 1 0 a — e35)^6iSSM^n/c:APUXb«: 
3ai§fiSP2 5<OAPUXhSMSP2 8tCT§fS'r^ (X 
•r^y^S 201)0 CCTS(ib/c:UXhti:. ;?<^U2 

2±(c-^Mtci2tiffn§o ^UT. 'fta^ra (t) 
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m^Lrcfi^^t^^pm-t^ (xx^y:/s 2 0 3) o ceo 
nmmm ( t) it. m^<D^^^T>h i o a-e/)-8 

nmmm (t) ti. c^ij^tf mra^^tcis^-r^c 

(t) A^jSiabTl/>35:U^i:*iJ»Tf X-r*vyS2 0 

[0 0 3 0] -yj. xv-y-fszosictsi^mmnm 
(t) f^mmLxi^^tnjsi'r^t. ^fiu/'cAPux io 

hC0^^«cTfe§lR»APUXhi:. HDD23<OAP 

UX hS^gP2 7 tcS^^nTl/>^gSffl A P U X h 

i:. (otm^APvxhtmmms^2 6{c^K)n^ (x 

T-*y:^S 2 0 5) o IfafflAPUXhJi:. ^yhU-i^ 
-^OT ^ -tr X ^fF pI ^ n/cKIE:^ § T ^ -fe X.1^^ > h O 
UXhTfeoT. gS#APUXhPfieD7'^-tXj!^-r> 

hti. :^^y hy-^tcgi^^nri/^^z^-trXv-K-oh 

PUXhti. ^J^tiVX-rAgS^tCcJcOft^^n^o 
"torn. SiE^ftSZ^-fcrX^^-f^hCi. ^i^^^z^h 20 

hV&':>X. i^XxAWa^^cJcOmiE^T^-lrXsJ^-f 
:y h Tfe § a: ^lE^ tifc t OT^fe o T cfc i/^o 

[0 0 3 1] CCX\ mi {a)lfC^^'^-fT>h 1 0 a 
~eA^8S<iLfcAPUXh(0-fi?lJ«r^L. (b)tciK^ 

A p u X h ^ A p y X hsiga5 2 7 ic^m-^nri^^m 

ctdtc, ^S-^^-TTVh 1 0 a'-eA^e>lK*L/'cAPU 
Xh:6^^. ^Ktc:^^y hV-^tCg?l^LTt^^APc07=^ 
-1$^^. iRmAPyxh^bTB2f#*r§o ^LT. iK^ 3o 

xh(D3-^. g^APUxhtcgii^nrv^^^v^AP. 
-r^t^-^^iEAP^fflttit-^o m7 ib)iC7r^^m^x 

ti. g^^nT(/^:&v>APi:LTAP#CA^tttB^ti 

So 

[0 0 3 2] m^fx. ^lEAPcD^mmmicm^^. ^ 

IEAP7b^fe§A^S;b^^fiJ»r^S (XT^^y >^S 2 0 7) o 

^jEAPittmi^^t^vii^rcm^. XT^^y 7^520 i^M 

^TiaH^^ttSo ^lEAP^^feS^^PJBfbfc^^. a 
VhD-^2 0O:x— *f(cJ^bTAai:^jgI5 2 4^:rM.T 4o 
»S^%*rS (Xf'^y>^S 2 0 9) o ^(O'ik. XT-^y:/ 

S 2 0 1 tcK-:>rsas«:Sctt5o 

[0 0 3 3] CCT> X-r^y^S 2 0 9tcfettSSST 

^iEAP<D^^tmc. ^iEAP<DW^mm^m^ 
Lxm^t^ctti^x^^o 9ms^ 3vha-^2o 

(OHDD2 3tc:t^'y h tcig^oJtgT^^^IE^^cS 
g^nfcAP<7)^E®m«:^L/'cfilflc0«:ta®L. 

-rrvh 1 0 a~e*^6§mb/cAPuxKc«. 

^ti<DAP{c3r*t-S<i^aS^^S-^So c<7)fl|^. IE 
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^etc^^^TVh 1 0 a — etCcfcoTg^^n/c 
^lEAPtcov^T^O^^^S^^Stc. ^]EAP(D:k^^ 

n- ^ 2 0 ^ifYLx^^ ^ ^iE A p (onLmmm^m^ C 
tx\ ^(omm^mic^mAP^mLmL. ^(d^iea 

[0 0 3 4] \:a±(d^vic. :$:mm(OBmxit. mmh 

AN^y h'y—^{cmmLX\.^^^'y^T>h 10 a — 
etCcfct). i^'y^TZyh I 0 a--ef)mmX^^AP(0 

"f-^ti^ma^n. ^ouxhfrcKofeAP*^*^® 

^nrcAPtitnt^ctx. ^lE^sAP^mmitcmiti 

^rcibV'-^^m\ ^-^-rrvh 1 0 a-etcMS*^ 
s< A p(DmM^n'Dxi'^rct\ ^f-^com^m^no 
AP^^^t^mfxmm^^TLxi^fco ^tcx^^m 

m(DmmXHi. 0 a-eAWcltai^iK 

m^xmrn-t^ctx. mmicK-Dmmitc^iEAPcDik 

[0 0 3 5] tfc. :^mm<ommxift. APUXH*®? 
m^^mmt^t. ^"p^T^h I 0 a^e thxmmci^ 

ffl-rS:3>tf^-^?^MJcmS<Dy^n^^-^A«r^>Xh 

n-'7 2 Oti:5^LTt|pHitcm^co:^u^'^A^-r>X 
h-;VLXiEm^AP:^^B^^mfX\ ^iEAPcDm 

m^noctff^x^^o <i:oT. ^mm(ommx(,t^ i& 
nx hTfffimtc^iEA p(Dmm^no c tff^^mx& 

So 

[0 0 3 6] JQ:*5. ±lB^fiS<Dflg^tc4oV^T. n>hP 
— ^2 OtDf^*?t)tc. i^^-TTVM 0 a — e^Ol/^^n 
*>tc:3 > h a-^ 2 0 co^t6^«g^ ^-^S C ^?b'^pIt6T^ 
feSo ^O^-a^. r3Vhn-^2 Otc^A-rsrn^f^ 
i^^. ^'^^T^h 1 0 a~e^Ol/^*rn?b^^c-r>X^ — 
;l/'rn(f J:(/^o SetC. ^^'■^^fTVh 1 0 a-- e OH 

DDI 3icmm^nrciEm<DAPvxh^mm^'^. ^ 

^"y^yyV 1 0 a~etcfel/>T^IEAP^«iai'rSfe 

[0 0 3 7] *fc. ±lBSI]!fS^OJK^tC:fe(/>TCi:. ^^-^ 
-rr^h 1 0 a-e>?)^63>hu— "^2 O^^tbTgUlj 
WtcAPUXh7b^j3Jm^nT</>S*^ *^fiSOJBffi(iC 

i^^-rzvh 1 0 a-etcT^-trXLT^^-rSCh 
T% APUXh;&5{»-rS*><OT'feoTt><J:l/^o CCO« 
^^>rT>h 1 Oa-eA^eitb-rSAPUXhcDlX 

m^^mt^n. etj^ef 1 0tc2-3iHiffstcsit#t- s 

[0 0 3 8] ti^K. ±l2^fiE^OJg^^ct5V^T^i:. 

-rrvh 1 0 a'-eA^APUxh*Hi#'rsiffla<o^?>r 



(8) 



1^582 0 0 3- 1 9 8 5 7 1 



13 

^2 OA^i'^'f'ZVh 1 0 a~eA^P)^«b/c:A P 

(t) i:bTv^s*% ^mm<ommiictncfsim-s 
vr^mf£n^ci:^mmi.rcm^. ^^y-^ryv i o 

a~e*4J:0»ig!L^-rv^AP*«!!|{c«|-r. fip-^WK 

(t) ^S<^^-r^ci:T% ^iEAP©«tii 
©|5||&*$iJffli-r S c i: t> T t S o 
[0 0 3 93 ±fBilffl©JgffifcfevT{i. «ltB^ 

n/-c^iEAP^i{^t■*^til^nT^S!^^nT^.--5A^ * 

P*^gE«!trv^.S;l/-^*iS{t-rsc:i:T% ^lEAPi: 

fc. ^lEA P*^#ft-r§ci:<o*ig^;gr^L. ^jEAP 
®{fiB©^ai{±3> h a-^ 2 0J.xnT'fft)n-5t>O-Z? 20 

[0 0 4 0] ^-Offi. ±f2IISS<OJB^tC*3V'Ta. »A 
$nfc:/n^^A{c<koT^-7'rT>'h 1 0 a~e i:n 
>ha— 7 2 Otcfe»tSj!Q,S*^fTbTV'«Sj!)^ 

^jfiailftfflx-'WX (^*aL ANfflPC*-F-^d<-K 
^) fCx «J#bfcAP»jXh*^WWC3>hn— 5 2 
0{c«LTj^M-r-5«ll«rJtfc-lir5Ci:fC'#S<, C<D 
^-a-. SSi^ftfflx-'^'rx^i'^-l'T'Vh 1 0 a~etc 30 

h 1 0 a~e ^LTtD^tl^Sfc-rctA^pItEt^So 
S/t. a>hD— ^2 Oti:ov>Tt|Hl«tc, 
i'lcmmir:S,rctb<O7'/'^-fXlc::2>ha—'y2 0tLr 

[0 0 4 1] :ft^3. *ll)!i<DJgffiT'^L/-c<fc3%ffla* 

CD-ROM, DVD, ;?<^ri;. /n— 4o 
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CD-ROM, DVD, ;/^rU, /n— Kv^'f Xi'HOfB 

ISO, ±tBIISScD)g^r'^tfrc1tfiSt;feffi{lgM«i5Lfct), 
[0 0 4 23 

(AP) *lB*k:«ito'rscfc*<T-#So 

[ssoffi^i&iJjB^] 

m 1 ] 2|s:|li5E©JgSfi:fc{j-5 LAN i/Xv^A^ritt^ 

[0 2] ^5l'TVKO«J««^brc07?feSo 
[03] n^ha-^tD^fiK^gr^b/fcaT'S-So 
[04] ^7-l'Z>'htc:feti-5J!LS«»itn*^-riaT' 

[05] ^^-TTiy htOA P+J-— ^gPfCj:5X^-W 

t>j;D*A P(^)•9■-^^cov^T©^tta^Di!iin«rl^^^■r«0 

[06] nvha-^tcisiJ^JIiaogiin^ittwrs 

0-efe5o 

[07] (a){i#^5-l'7>M 0 a~e*^e)SML 

A P y X h (D— fi?IJ«r^f 0T?* 0 , (b) {±1R* A P U 
X h i: A P U X hg^gi5tCg®^nTV>«S3Sffl A P 'J 
X h<0f=^-:5?<0— P*^-r0T*2&So 

c??^©Si?^] 

10a, 10b, 10c, lOd, 1 0 e •••^^-f'T'V 

h (3>trii-^f^B) , 1 1 -iRSsaagiJ (^is 

gP) , 1 3 • HDD (IBtigP) , 1 5 - jJISilgP 
^) , 1 6 - AP-9--^S|5, 1 7-AP UXhalSmSP, 

1 1 9 - AP'JXhfBtSSC, 2 0 -ai/ 
(3>tr:i-^^B) , 2 1 -MSt^KiagP, 2 

3 "HDD, 2 5"j2S^«gP, 2 6 - A P U X MtBffiQ. 

agp (tttbsc) , 2 7 " AP';xh§^gi5 mam , 

2 8 -AP'JXh§<Igi5 (iR^aP) , AP# 
B, AP#C, AP#D"ri?-feXd?-r>'h 
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19 
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A,B«D 
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(72) ^B^* -m 

»?St;il»;«cftmTISHi623S«fil4 B*T 
»5^;il«::*;iftIrl5TtSrai623Sll&l4 B*r 
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F^'— A(##) 5K033 AA08 CBOl DAOl DA17 DB20 
5K067 AA30 BB21 DD19 EE02 EEIO 
EE16 FF03 HH23 KK15 



